“The internet
IS fine — I'm
on Faeebook
TikTok right
now!”

A discussion on how networking
in support of data intensive

research is not at all the same as
networking for general use.

https://www.pnas.org/doi/10.1073/pnas.1609793113
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nau mai haere mai ki tenei hui!
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Welcome to my first webpage!

Here's a new paragraph. ..
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But they go
about itin
different ways...

They both eat
the leaves...
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Now to the technical reasons...
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By ARPANET - The Computer History Museum ([1]), en:File:Arpnet-map-march-1977.png, Public Domain, https://commons.wikimedia.org/w/index.php?curid=9990864



The goal was to exploit new computer technologies to meet the needs of military command and control against
nuclear threats, achieve survivable control of US nuclear forces, and improve military tactical and management

decision making. Stephen ]. Lukasik

Lukasik, Stephen J. (2011). "Why the Arpanet Was Built". IEEE Annals of the History of Computing. 33 (3): 4—20. doi:10.1109/MAHC.2010.11



https://en.wikipedia.org/wiki/Digital_object_identifier
https://doi.org/10.1109%2FMAHC.2010.11

Autonomous systems, interconnecting using
standardized protocols...



https://media.kasperskydaily.com/wp-content/uploads/sites/92/2015/11/06023824/internet-map-FB.jpg




Clarke's Third Law: Any sufficiently
advanced technology is indistinguishable
from magic.

(Arthur C. Clarke)

izquotes.com




A long time ago in a galaxy far,

far away. ...

OG Internet was decentralised

A NEW HOvPL




>, °
‘ ‘
b . \

|
A | " =
J
\ . |
g |
1 |
.. ‘ | | -
4 . ' ! . - R — -
\ . ! \ i - |
@ \ \ =N
- | \ |
. ~ p : .7

CENTRALISED DECENTRALISED




Rise Of the Content Without CDN With CDN
Delivery Network

+ Content Delivery Networks vs | ,
eyeball networks — kf! = . .
* Globally distributed network { "‘!TE 1N|ET INTERNET
of web servers or Points of 1T
Presence (PoP) whose I | BE
purpose is to provide faster [ |] '..
content delivery. : |

J

+ Content s replicated and |||
stored throughout the CDN /)
so the "eyeballs" can access VA i b
data as geographically close /“< /| \ s I
as possible. ETYP RN INE 1y @ ) a4

- R0\ 22\ o (2 8 TN
Q)@ d Ty

https://www.globaldots.com/resources/blog/content-delivery-network-explained/



R&E Infrastructure
Remains (mostly)
Decentralised

e Distributed scientific instrumentation

* Sovereignty and privacy of research
data

* Specialised data storage and compute
requirements

e Each research use case tends to have
unigue requirements

e But leverage commodity services
where it makes sense




Transmission Control Protocol (TCP)

There are three major factors Client Server
that affect TCP performance

(there are others, but these are
the Big Three):

 Latency (or RTT - Round Trip
Time)

e Buffer/Window size.
* Packet loss

All three are interrelated.




Bandwidth Delay Product






sending rate

ACKs being received,
S0 increase rate X loss, so decrease rate

4 TCP's
/ "sawtooth”
behavior
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Where is loss likely to occur?

4. Oh boy!

1. I'd look here first

3. Then here 2. Is the service
experiencing issues?

Internet

h

A

Global
R&E
Networks

A
/ <
5. This might be it

6. We're only human!




Throughput (Mb/s)
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https://wintelguy.com/wanperf.pl



https://wintelguy.com/wanperf.pl

Maximizing
network
performance

Determine the limiting factor
| TCP wind .

Use multiple simultaneous TCP streams
Avoid lossy network segments

Change TCP congestion control algorithm
(BBR), or

Switch to UDP transfer
Use jumboframes (9k MTU)




LAN vs MAN vs WAN




LAN vs MAN vs WAN

* LAN

A e Local Area Network

Wireless \
Access Point \

Shorter distances *
"internal” network *
Switching and routing *
You provide *

* As with all networking the “it depends” rule applies



LAN vs MAN vs WAN

* LAN

e Local Area Network

Shorter distances *

e ”internal” network *
Switching and routing *
You provide *

(‘
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* As with all networking the “it depends” rule applies



LAN vs MAN vs WAN

* MAN

 Metropolitan Area Network

ow East Campus

I * Connections that are between LAN
= ’\ \\\ A,,;Lt;:;:.\\\ _v'»“f‘,::\\‘\ d nd WAN

* University campuses *

* As with all networking the “it depends” rule applies



LAN vs MAN vs WAN

* WAN
* Wide Area Network

s East Campus

* Crosses longer distances *

e Sometimes considered “outside”
the network *

Mostly routing *

Someone else provides *

* As with all networking the “it depends” rule applies
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So, what happens when research traffic hits normal networks?

e < R

e —







When Data Intensive Science Meets Commercial Commodity Networks

This can result in adverse consequences:

® Performance issues for the researcher
® Performance issues for everyone else
® Frustration for the researcher

® Frustration everyone else

® Frustration for the IT staff

Not a fan of
being lunch...




When Data Intensive Science Meets Commercial Commodity Networks

Sigh. | guess
cancer cures
can wait.




When Data Intensive Science Meets Commercial Commodity Networks

But how do we overcome this? /
can’t stop my research just
because the network can’t keep
up! Being able to collaborate is
the future of science!




Specialty networks
to the rescue!

* Both internally to your
organization and externally

* Science DMZ is an example of a
specialty network




Parts of the puzzle...

Science DMZ
DTN (Data Transfer Node)

Storage

Research and Education networks

NREN (National Research and Education
Network)

RON (Regional Optical Network)

R&E Network (Research and Education
Network)




Science DMZ REANNZ

REANNZ
Point of Presence
Science DMZ
Security Controls /‘\
REANNZ
Services
¢ EmmE /_\ Existing Border/Edge Device
|
|
|
|
: Science DMZ /—\ Existing Servi
' Physical Connectivity neale e N
|
|
r---'r----l----r---1

‘/‘\

Data HPC/SC Data Imaging Research
Transfer | Intensive System Datastore l
Node | Instrument | |
| | | 1 |
| : | 1 |
] | |
e i J=———————
Science DMZ

Enterprise Infrastructure

Existing Security Infrastructure



Relationships make the packets flow...

WHY ARE FROGS 'S0 HAPPY?

THEVEAT WHATEVER BUGS THEM
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National Networks (US)

o
INTERNET. {"W

NOAA ENTERPRISE NETWORK

EShet

ENERGY SCIENCES NETWORK

REANNZ




INTERNET.
INTERNET2 NETWORK CONNECTIONS

WWW.INTERNET2.EDU/CONNECTORS — MARCH OF 2017
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® Other DOE Laboratories

. Office of Science
National Laboratories
Los Alamos National Laboratory INL daho National Laboratory
LELGES]

Ames Laboratory (Ames, IA) Lawrence Berkeley National Laboratory
(Berkeley, CA) os Alamos, NM) .

Argonne National Laboratory Oak Ridge National Laboratory ce Livermore National Laboratory NETL N 10logy Laboratory
(Oak Ridge, TN) more, CA| L N rgh, PA

: Sandia National Laboratory
(Upton, (Richland, V (Albuque! 2, NM; Livermore, CA) NREL National Renewable Energy Laboratory
FNAL Fermi National Accelerator Laboratory r ma Physics Laboratory Golden, CO
(Batavia, IL) L Savannah River National Laboratory

ne, IL)
n National Laboratory Pacific Northwest National Laboratory
W

BNL

Aiken, SC)

JLAB Thomas n National Accelerator AC National Accelerator Laboratory
Facility (Newport News, VA (Menlo Park, CA)
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Exchanges and PoPs PACIFIC

NORTHWEST

PACIFIC WAVE JACKSONVILLE INTERNET EXCHANGE

}”::::.’.'3..3 l:lyaPﬂP NNENIX

NORTHERN NEW ENGLAND
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NEUTRAL INTERNET EXCHANGE
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National Networks
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So... what does all this mean for me?

The requirements of the data intensive researcher and the service profile of the
traditional campus computer network (or commercial networks) do not always align!

Networks interconnect to networks to networks to networks...
Networks get exponentially complex the more connections you have
NRENSs are at the core of an international community supporting data intensive science!

Research networks are there for YOUR transfers. If it's not working - ask for help!

If your data must transit it - it's “your” network!
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